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Elizabeth Bodine-Baron, Todd C. Helmus, Andrew Radin, Elina Treyger, Countering 5
Russian Social Media Influence (Santa Monica, CA., RAND Corporation, 2018), https://
www.rand.org/pubs/research_reports/RR2740.html; Alina Polyakova, Spencer P. Boyer,
The Future of Political Warfare: Russia, The West, and the Coming Age of Global Digital
Competition (Washington, D.C.: The Brookings Institution, 2018), p. 3; Kara Fredrick,
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War on the Rocks, October 19, 2018, https://warontherocks.com/2018/10/how-to-defend-
against-foreign-influence-campaigns-lessons-from-counter-terrorism./


https://www.state.gov/r/gec/
https://edition.cnn.com/2018/03/05/politics/state-russia-counter-propaganda-funds/index.html
https://edition.cnn.com/2018/03/05/politics/state-russia-counter-propaganda-funds/index.html
https://www.rand.org/pubs/research_reports/RR2740.html
https://www.rand.org/pubs/research_reports/RR2740.html
https://warontherocks.com/2018/10/how-to-defend-against-foreign-influence-campaigns-lessons-from-counter-terrorism ./
https://warontherocks.com/2018/10/how-to-defend-against-foreign-influence-campaigns-lessons-from-counter-terrorism ./

11 | DN N2'WN NNX nIXTNN

NNDNA,2018 DINNDA AYTIN 71731V92 DY NIND NNV NSWINN — H%IV2
>3 ,(National Security Capability Review) "DIN5T PNYL2aN M nPpo”
IMN TIONDY "AMYPNN YNINDD PNVIANT INX DN THMYNPYN THD NNMNOI
POND ,PMAIVNY NYNLND TTIVNTPI DY DY INND SNOYNN™IDI MNIND
NN .NNYPNI MINDD PHVIAN XY DX TPVIIIAN NOWNNRN NDXONN YNVIN
THN O2WN IIYNN 29 DX D NNND) TPINNAPNDITI KYN PIDY> D)
£onYIN YYD HNNDNN

7272 YIVDIND PYTIND NDOIP DY MINN MYINN MIAPYI — MHIVOIN
=N 0PN L2018 YD1 1DIWIY NPDITIN MPNAN MIIWYNA PO DY 1MO% MIAIWVNN
72»DN AN OOND T DIYaAY N INIVNY Electoral Integrity Task Force,
LINYD 2,991,090 TIWN YT DY D20 NdWND M .NXTNI MPNIAN TOIND
7.0990DIND NYDITIN NIVWNN DY PYWTINN DY DIN)

DINTY SNV DY MHVINT NTYIND MD2N WD PIIN 2018 HNNX NXNNI — N2)52
NAINNN DTV DNPN ,NNYRIN :NYI TPINNNIPRDIT NI YN 1NIVNIY
NN NAPN NIV OPND MNING YD NNIVAY ,PNTPN SWINDI DIRNNYN
NYAND PNIND NI TPSNNIPNDT T MIIVAD YIN DONRN YT 1TV WINOY
YIDY MYSNANI TISNNIPNRDITH DY MTTINDN NNIPYIL NNNIN IN 190N
MY 7Y DX 1IN0 ONNND Y»DY Ty 1171 .Downvoting™ Upvoting >1nad3
SIP8NMAPRDYTN NYNN DY MTTINNND MNY MYXIN ONXI

OVPR NN 2017 MWN 15V N30 MTI DNXD YT PWTINN DD0P — 999231
NOOWN M2 DPIN MTD MAPYA *.NNINDI dMYNRYN DPNXI YDIIN P8NNIPNDITN
,PIITA PYTIND NDVINY NOYNANT MM P 120N 0N INNHND PTIVNTPa

“National Security Capability Review”, HM Government, March 2018, https://assets.publishing.
service.gov.uk/government/uploads/system/uploads/attachment data/file/705347/6.4391

o~

CO_National-Security-Review_web.pdf

“Anti-meddling Task Force Set Up Ahead of Australian By-elections”, SBS News, June 9, 7
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CBC, April 30, 2018, https://www.cbc.ca/news/politics/trudeau-elections-scott-brison-
legislation-1.4641525

Craig Timberg, “Effort to Combat Foreign Propaganda Advances in Congress”, The Washington 12
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Laurens Cerulus, “Germany’s Anti-fake News Lab Yields Mixed Results”, Politico, July 21
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“‘Fake News’ and the EU’s Response”, European Parliament, At a Glance, April 2017, 4
https://bit.ly/2kipt8h

;93959 " D»0VIPINT D¥PONN DY DMVITVP DNPN” IRIN INIIINIMNDD Y DV PPO NT 5
YIAN DNTYNA DIPNAIY MY NYNA 1T INT 2017 12087 ,3 1090 ,2 792 ,)N022) P n
https://bit.ly/21AjTxc ,2017 »12 12 )NV XIND NTYY DY NIOPWI NDIIN DY HNINIVM

Jen Weedon, William Nuland and Alex Stamos, “Information Operations and Facebook”, 6
Facebook, version 1 (2017): 27.
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“Kontseptualnye vzgliady na deiatelnost vooruzhennykh sil Rossiiskoi Federatsii v 7

informatsionnom prostranstve” (Conceptual views on the activities of the Armed Forces

of the Russian Federation in the information space), Ministry of Defence of the Russian
Federation (2011).
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L0 T D7 D20 DY TTHNNND NDIN NITN IWNRI 2. 1PYI219 NPIYNN NON DX

M. Haigh, T. Haigh & N. I. Kozak, “Stopping Fake News: The Work Practices of Peer-to- 8
Peer Counter Propaganda, Journalism Studies (2017):1-26.

Kai Kupferschmidt, “Social Media ‘Bots’ tried to Influence the U.S. Election, Germany 9
may be Next”, Science, September 13, 2017, https://bit.ly/2hagV1P.

DXMPYMN INNIT TIVN ,)PA%32 NN 22IW HY SNAPN JOIND LINIPND VI PP DN 10
VN HIMN DIV, TPNDONP NTIAYD MPYN 0PN DMPNIIN DXMPYI PR ,D»NIIND
https://bit.ly/2GGxsJS ,2008 N1 1INV HNIIN INDIDIDNINT 121D PRI

F. H. Norris, S. P. Stevens, B. Pfefferbaum, K. F. Wyche, R. L. Pfefferbaum, “Community 11
Resilience as a Metaphor, Theory, Set of Capacities, and Strategy for Disaster Readiness”,
American Journal of Community Psychology, 41(1-2), (2008): 127-150.

V. S. Walker, State Narratives in Complex Media Environments: The Case of Ukraine, Case 12
331 (Institute for the Study of Diplomacy, Gerogetown University), 2015.


https://bit.ly/2hagVlP
https://bit.ly/2GGxsJS

109 | ﬂ‘DINﬁ']']ﬂ N2 NNVTIN RN T |INB2 NIMOPIT NIN'D

NMYPN OYSHN NIOY 191,79 DONN DYITH MYINNI DINT MYYDY 1D NN
B.OTPNn 9pinny 1o 291900 25010 DX NV OTY NXAN OMYNANIY 090N
MON ,02PN IN DMIOY DXIDN NVYIN MYINNI NV PPY NIAY 91D 12T
¥ DTTINN NN IR DR DD IPTHN OV Nwia

MY DX AXYY DPVDNMVNNN DIPNY DY NI PVINDYTININD VN 1T
DM N2 NOTL,NPN00 N MAXIDN ,NPIPY MITIW DY MIST MYSHNI YN8
MYTN SNPRD DOWNI DPNX DOWIND 21 DIWHD [, NNT
MINT 20N ITYUNL 5 NN S DNNWAIY DY DINNDN DIPIINY , PY> 19N
W NN ONMIT  Hrppenpmow DIPRY SY DI NN DISYH AT 280
DTODRILIOIN DRPNLY IVMP PAY MNHNN N MTHY DXIN NI IWND TNPNI

MI2'XN N'WA NN XYY

YW MIXA NIVNDNA MPoWN MYTN SWNnd TN NMDIYIIN 1P 1200 M
AISNIDN ,NIMPW AT ,TONNN T DY 0MNIIND 0PIV NPDIVIIN DY MOOPI
NON' NALDIMATO IN 173N 03N MR DY INIY IYWO MNINT MYTN IN
N2 N, DPN73N MNNN DY 0XANNA NP YVPAN T NIY
NN DPNIYA,DINN D»NIIN DMPY IN ¥D2Y5 9awn Nya
DOPNYTIN NHMD .1IIN2 DR DOV NXR DXPNI TIONN NIANTI VNN
OV WAV NOWN TIND SNoOND 9N 517X DNOXIVIS NV NOT NOND DONINI
JPNNN NYTINN

JOIN ,TNYTIN N2IVN DY DI wHNNYND DMVLIVDN DNPNY DY DNNDNN
TNXN DN NOYHD ,00IPINTI MTDIND NDXXN PN YN 9 NIIN 2IVP PANY
DNPVIPINT DY DNDNND TAN ,TIOD .13F NDN NHNID 292 MHPIND JOIN” YWidna
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291 23701 12N MTTHINDN NDXAN DXWITY ,WTND DNRD DY TTHNNND >1D
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Tod Helmus, Elizabeth Boodin-Baron, Andrew Radin, Russian Social Media Influence 13
(RAND Corporation, April 2018), https://bit.ly/2qrg0zh

Maria Hellman and Charlotte Wagnsson, “How can European States Respond to Russian 14
Information Warfare? An Analytical Framework™, European Security, Vol. 26, no. 2 (2017):
153-170, https://bit.ly/2IvLfEw

N. Mele, D. Lazer, M. Baum, N. Grinberg, L. Friedland, K. Joseph, C. Mattsson, Combating 15
Fake News: An Agenda for Research and Action (Harvard Kennedy School, Shorenstein
Center on Media, Politics and Public Policy, May 2, 2017).
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Michéle Flournoy and Michael Sulmeyer, “A Plan for Securing Cyber Space” Foreign 16
Affairs (August 14, 2018).
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Aliana Polyakova and Daniel Fried, “How Democracies can Defend against Disinformation”, 17
War on the Rock (May 2018).
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“Fake News and the UE’s Response,” 2017, https://bit.ly/2kipt8h 18

“Ukraine’s Fight against Fake News Goes Global: Countering Kremlin Disinformation Is 19
One Area where Kiev Has the Upper Hand”, March 12, 2017, https://politi.co/2H8bYpE;
“Sweden Threatens Action to Stop Facebook ‘Hate and Lies’”, December 2, 2016, https://
bit.ly/2ErAj71
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M. W. Hughey, J. Daniels, “Racist Comments at Online News Sites: A Methodological 22
Dilemma for Discourse Analysis”, Media, Culture & Society, 35(3), (2013): 332-347.
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Means to Success in World Politics (New York: Public Affairs, 2004).
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AN DY MINISNN MDY DYDIPH DYV DN NN DD IN 7PIDIVND
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YPVDYAN NXXN P PANND 1) 2PV MDA N DY NN NPNRY NN
£70>TI0 9 DN NPY” NAX PAY "INNI NPDIDAN OTRD DT WNY7 TSN
WNYND HD2D MNINN PNIND "OXNN MIANYNRD DNMNNY D0 NN DOWIY 0N
95112 DPVLDYAN TN M NOYIN IV MNIONRN DY NYHI NP

NNPP DN MIYANRD 2I¥0N MNDIYN ITON DN DN IX MINYN MDNN
DO ("DXPYP”) DYVLDINNODN DININ MOV INVIN-NPY PN 2N HY
YA 192 1B N2IND PN M (TDMNYIRY) DMIPITI DNHY MININ DY DTIND
MXIAPO MNAND NNPYHXHDY YN HORIWIDIVIND DOV DX DININKD DINYYD
PAND NI PN IPOYY ,MYOMN NPDIVIINT DXOVIVN NNNMNN VNI IPOYI,MID)
DXV MITYINY DINND ,MXIAP IIND PO .DXTONNIY MYIONA 0PN ITDA
NIP) "OORITHTI ONXINY 0N DI "NNAMPT ONY N DI DY GMYN PIARND 70
MOYND MINLANTN NININ DNI8N Mt 19IN2° (Intersectionality) NPIZOIN
T, OIHN NI ) MIPRI 112 0 0PN ITO DY DPPVLDYAN PNDN NN
SV PN DITP IWNY DIPIAND P2 DPIND P NP "DIRINVTA M2 NPNY
DD , D) ,D>NNN ,D¥270NY ,DNNY MO WX MNP .MYOMN MSH1Iap
IV DT OITION DTN NIDT OO ,N2¥ADN D

D>»LDI9N NPIDT YNNI PANNDT DY ORI NN PIND NPIVINI VIV
NP OINIY IWOND TV, NNIVTOY NITID NINIAP DY 7HPDOMDT IYNY M0N0 PANND
oW WP PYHNT DY NPIMORD PMIVHD YILYL TIN ,NIYNN NAIVD D37 TY
YTITN DYN DY DINDN NPTNI ONIY NPTN DY DYPN MIT NDOOV JIY 19NN
TPXDOVNOTNTN IIOINND NN TNV OPN ITO DY HIVLOIAN MINDN XY

“Jewish Voice for Peace Horrified by Israel’s Disproportionate Violent Response to Peaceful 5
Protest, Jewish Voice for Peace, April 6, 2016, https://bit.ly/2Sn2rfc

“Killed for Protesting: 6 Things to Know about the #Greatreturnmarch”, Jewish Voice for 6
Peace, April 5, 2016, https://bit.ly/2HAuk1V

NIV PYITIND YT 12,2018 XN 1579 = »PVLDIAIONIYIT TIDIDM NWVN MYTIN” 7
2018 >N 15,700y PRN NONX V'Y
https://bit.ly/2jzZJqX ,2016 >5»2 20 JPION [/ TNN PANND DNN TH> 1YW’ NIV VDR
VOINYM PISN ,MPND 2373 991N BNC (Palestinian BDS National Committee) ,ov02
NI (DXOWIP NI H213) YPNRID ,ITY NYIXTIOONIYIN WIDIN DYD )7 PINIVOY PN
.DYPVDIAN DXV D30 NDWN MIT NINN ;ONIY MY XD NMIT JPNY MY ;P00
YNV, DNX NTN) TNYI I TIPTHN MINOXNT DY PNINN INNIRI NN PINN XD ININD
DN DY IRIVNI NWD MDY NOND OYW MYNWNNY TN DOYINI (NN X1 MPTH
DNIYY XIND TPRRY DITHIND DTN DY DMIT NOOXOYW INDN DI NN DIPLOOIN LY
https://bit.ly/2b071w3


https://bit.ly/2Sn2rfc
https://bit.ly/2HAuk1V
https://bit.ly/2jzZJqX
https://bit.ly/2b07lw3
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NP DPVNTIN 21NN YAND TONNI XY YMNN 1PIY2 1T DN DY
MXIAPY >YAV AMYI INIWA MNPH 0TIV T2y PIY ,MXIONN STINN HNIW TN
P21 MY33 PINKRD NTA DXOAN) ,TAYNY 117, NMDT DY IPIANIY M VWD
DOXNINND 0’397 DONP 29p3 D2AVNN (white privileged) "0>ON»NN 0155

T MIYIIANT MONYDY HOYNND 1IN MYONMND MXIAPN N1
aMmYN TS NOX DM THND BDS 220N i1dNm0)5-NTH OINN S 0N
YIYNYN NNXIY NPHN NN ,DITIDI DN DD DINNNRNDY DMN DINIDY DN
DXIMIN DMX YV DXTY DONPN,O2WN MAPYN ,NITYIND PN, TN .0NIY

120X DTNN TN 1SN0 DIPDN MIYON NNN NTIPY NN
DXNWN TN HODNP 3IP2 NYAWNN MDIN NX PADNY NVYY DN 1IN 1IINNDY
TORNAY 2921 ORI NN INNY 29I NLYWA NMIYNINNT NN YNNI VP NN
DN NNINKD DONOY IPNH .NHNXD DY DM NP XN ,INDD DI OONIWN
1 70 NN (Truth Decay) "NNND NYT’ NIMIN DNN PNPIIIND " TINTY
TPINDND IPNHNIY N .TID INIANY DPIPOYN DININIY D3N 19NN N
Y IWIV PN .MADY MIT O) MDYT MDD MO JN%) ,TPINPIIDNRA N2

T P YN P2 NN DN 923 NNIDN IDIN NININDD NXNIVN DY
N2OYTIY MYT DY HHOMN PPYN DMOYI MYTO MTY P MN2N vivvwol
INYANY DN OMIND .OIPHNNI DN I2YAY DXTONNI MNPHRI PHND
DYo2APM YN DXTAYN DTN )2 12V J9INDY D»DVINP DOVID DNYP TID
,DPNIIND MNYIN OV PPV NMOY NI YR MIIWNI DNV ;MOLINN
PSNNOPRDIT DY 12N NIIIONDY MYT PN YR 29PN DITHD NNOANY

1n50nn 90N DN PN 935 Y9MINT PRI PVING DVIPY

AP0 ONIWD DN DY D3 YOVND TPRPIIINT NPT M99 YDI1970 210N
720 MIINA DNIP>92ININN DXINN 87 3 W ,2018-21 DOMaY ,Gallup 11010 SV
WO PEW 9pnnn 100 2.000991m701 7252 DHINN 49 YD ,ONIY DY DT

JVP (Jewish 1 IXN 10573310 P2 2018 INII292 172 INPPNNY NWOWN NMdY Swnd X9 10
PXPVNITNTI NIN D7D — IRPPIINITI PIVNINT NN — Voice for Peace)
NYNN >T0M»NN PNYYI YN (Palestine Solidarity Campaign — PSC) 1771722 530
P20 TN INNT NNYWN .DPIAZVXNN MDYNI IYIDYN BT NNPYN NHona .BDS
https://bit.ly/2MNmBgy ,JVP: Sv

Jennifer Kavanagh, Michael D. Rich, Truth Decay: An Initial Exploration of the Diminishing 11
Role of Facts and Analysis in American Public Life (RAND Corporation, 2018), https://bit.
ly/2D78WAf

“Americans Remain Staunchly in Israel’s Corner”, GALLUP, March 13, 2018, https:/bit. 12
ly/2x461fX


https://bit.ly/2MNmBgy
https://bit.ly/2D78Wff
https://bit.ly/2D78Wff
https://bit.ly/2x46IfX
https://bit.ly/2x46IfX
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INIYI MDIDIN DNINN P 9NNV NOWID N19INT DMTNNN P2 920 NN
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IR DY ISV

MY HY NOYNN DITPY DNMNI DNDI MTPHNNT NI GO0 1ONND
DY NN DIND NYNN .DXANT DN’ 2IP2 7PON MYTINM ISDOVNINT
MYV 0512121 DXYITY OYNVIND~PA DITIAND T3 DINIP DY NNIYWY MNINND
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“Republicans and Democrats Grow even Further Apart in Views of Israel, Palestinians”, 13
PEW, January 23, 2018, https://pewrsr.ch/2BQ4x1J


https://pewrsr.ch/2BQ4x1J
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YNIP INY MYINDD D2y MODANT ,MTHYD DXONMNNI D1XVINPI DOWYI
ST ONNRND DY ONOWII IN ONNDNN NN JATN PN DY DPNRD NNV IR TINND
DIPMDIAN DY YAYND YONIYITIINN MINHT DY PINNN DY TNN TSN 78O0
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D72 NYPY AN DXANT DINWNN YAVINN NNV TIIN TONN 13N DR DMN
NN OIN AT YONDD DMN DNMDY

INIY? HY 128120250 HY NIIYNIN 1NN
VAN DY 1PV PNINDT INNYID DY NHMNND ORI DY 7PSDIVNI"NTI NYIN
,TITING PXHDIIN YOYIY NN, INT .OOMDIND PN IOV N0 NOINNN
0IND 9232 LYNI AT TNRD 2IWAD NI TN DY NI YNIIN ONIN RO TPNDIVND
T35 DY NID MP NI MDY NIN TPIDIVND-NTI NYDIND ,TID G0N .7PINDI
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SV NIPYIN ,TI90 .MXANT STI DY PNNVYIN HYIND DY NI NI NYIVN
199110 NN DDAY NN TISNDIVNDI-NTI DYDIN TH) 7PIMIM DN DYDY NN
NNNIINY DNPTINDI ,NNPP MR ,ORIYY NPTHA NANINT MDD NN
NNAYNI NPHVNY NPT NNY 117920 NNPNAI NNRXY DY PO DML, MVIINRD
PNVIATY DWWV NPND OV PTIDY FPNNRD 1D IWIRD T, NINT DI .DIYN
DNINDY INDNIP PYIN NVIYD DINIDN MDY DY 18D

DYTYN P2 DOYHIN DPNIAN DXTHN P 2DWN IR DY ISDOIVNI1NTI DN
1290 ST I OMDTPND PMAINN 299507 P0AVNN P1THN DINNA DIOWHN
STV 3T :DINMN TY OOIP DI MNY M NNOPAND P TNN"1)

“It’s Time to Boycott Ben & Jerry’s”, BNC, May 12, 2015, http://bit.ly/2US9ACz 14
“Airbnb’s Decision to Exit Israel’s Illegal Settlements: A Partial Victory for Human Rights 15
& Accountability”, BNC, November 20, 2018, http://bit.ly/2EpxN1d


http://bit.ly/2U59ACz
http://bit.ly/2EpxN1d
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“Right to Boycott”, BDS, http://bit.ly/2Ve9Hv] 16


http://bit.ly/2Ve9HvJ
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